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Abstract:

time. Aiming at the problem that traditional intrusion detection methods are low in accuracy and difficult to adapt to the

Industrial internet is rapidly growing up while encountering severe information security risks at the same

massive unbalanced data of industrial Internet, an industrial Internet intrusion detection method based on capsule network is
proposed. Firstly, a module involved feature extraction module is constructed based on the residual block, and a global aver-
age pooling layer is introduced to get high-quality data features. Secondly, the dynamic routing algorithm is introduced. The
intrusion data features are clustered through iteration, and classification are completed in the module based on capsule net-
work. The test results out of the data set from sensor network with Modbus/TCP protocol used in gas pipeline show that the
method can improve the accuracy rate while extracting features implicitly. Compared to the listed algorithms, the proposed

method in this paper performs better in test indexes with stronger robustness to unbalanced data and is closer to meet the

needs of intrusion detection from industrial Internet.
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